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1.	Introduction
This contribution proposes an evaluation and conclusion for KI#2.2 It is based on the requirements that CableLabs detailed in the LS to 3GPP in S2-2403916:
1. Solutions for KI#2.2 should try to minimize the impacts on the ATSSS features designed in previous Releases in order to prevent market fragmentation.
2. For fixed and cable operators non-3GPP access is a primary access for mobile devices and in many scenarios these devices must operate only using non-3GPP access. Solutions for KI#2.2 should support scenarios in which either 3GPP and non-3GPP access are unavailable for a long time and the mobile devices must be controlled over any available access. Such solutions should not require significant changes to the single access PDU using non-3GPP access.

2.	Text proposal
It is proposed to agree the following changes vs. TR 23.700-54 v0.3.0:
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7.2.2	Evaluation for Key Issue #2.2: Simplified ATSSS architecture over non-3GPP access
The following solutions have been proposed for simplifying the overall architecture over non-3GPP access:
	Solution
	Brief summary of the solution
	Evaluation

	#2.2
	The UPF has a Public IP address,
UE establishes an IPSec with the ePDG collocated with UPF and perform authentication via AAA server. 
UE establishes the non-3GPP access leg with PSA UPF over the IPSec tunnel.
	This solution eliminates both N1 and N2 signaling over non-3GPP access. 
The solution uses the ePDG architecture and it co-locates the ePDG with the PSA UPF. 
Pros: 
1. It eliminates the encryption over non-3GPP access by using no encryption for IPSec tunnelling. 
Drawbacks:
1. Limited deployment options assuming colocation of ePDG with UPF.
2. Exposes UPF through the use of a Public IP address.
3. No N1 interface over non-3GPP access.
4. No clean CP/UP split, i.e. UPF is concerned with CP for Non-3GPP access
5. If the idea is to use IKE between UE and ePDG for UE authentication and authorization, then why not use existing ePDG solution. Colocation of ePDG with UPF can always be an implementation or deployment choice and does not need to be specified.
6. This solution requires operators to support EPS nodes, which is a burden for 5G SA only operators.

	#2.6
	UPF supports IPSec functionality.
The UPF has a Public IP address and operates as an EAP Proxy between UE and AUSF
UE establishes an IPSec with UPF based on the IP address received from 3GPP access and is authenticated by AUSF via UPF/SMF.
	This solution eliminates both N1 and N2 signaling over non-3GPP access. 
Compared with Sol#2.2, the solution does not rely on interworking architecture for EPS and 5GS. Instead of using the SWm interface for device authentication, it proposes the authentication to be done by AUSF through UPF/SMF via a new interface. 
The solution has similar drawbacks as Sol#2.2 and Sol#2.7. It also introduces an interface for authentication between SMF and AUSF. 

	#2.7
	The UPF has a Public IP address,
UE establishes MPQUIC with UPF based on the IP address received from 3GPP access.
The security is performed e2e between UE and PSA UPF at MP QUIC layer based on TLS 1.3
	This solution eliminates both N1 and N2 signaling as well as IKE2v/IPSec over non-3GPP access. 
The solution does not use primary (AKA based) authentication via non-3GPP access and relies on that the UE has been authenticated via 3GPP access. Only MPQUIC functionalities can be applied to this solution.
Drawbacks: 
1. The solution assumes all the control of the terminal device being done only over 3GPP access.
2. The UE device cannot operate when it is outside of 3GPP coverage.
3. The solution exposes UPF through the use of a Public IP address.
4. The solution does not support all the steering functionalities, e.g. ATSSS-LL or MPTCP cannot be supported.
5. It is unclear how some of the steering modes may work as the Non-3GPP access connectivity is dependent on the availability of 3GPP access e.g. If Active/Standby mode is used with 3GPP access as the active and Non-3GPP access as the standby access, when 3GPP access is not available the UE cannot send traffic through the standby access (i.e. Non-3GPP access) also.
6. This solution does not simplify the UE implementation either because for accessing other services (e.g. voice etc) through Non-3GPP access the UE shall use the existing architecture. On the contrary this will add to the UE implementation complexities as for some services (including for some ATSSS uses cases e.g. ATSSS-LL) the UE has to perform NAS registration over Non-3GPP access and for a few ATSSS use cases (i.e. for MPQUIC) the UE has to implement this new architecture.

	#2.8
	The UPF has a Public IP address,
UE establishes MPQUIC with UPF based on the IP address received from 3GPP access.
The security is performed at MP QUIC via the MP QUIC path validation mechanism.
This solution addresses the temporary loss of 3GPP access coverage for a MA PDU Session. It specifies a timer-based approach in which the timer indicates how long the MA PDU Session can be active via non-3GPP access without the UE being available in 3GPP access. 


	This solution eliminates both N1 and N2 signaling as well as IKE2v/IPSec over non-3GPP access. 
The solution does not use primary (AKA based) authentication via non-3GPP access and relies on that the UE has been authenticated via 3GPP access. Only MPQUIC functionalities can be applied to this solution.
This solution has the same drawbacks as Solution#2.7 although it provides a timer-based mechanism to address temporary loss of 3GPP access coverage for the MA PDU session.

	#2.12
	The 5GC notifies N3IWF when a MA PDU session using QUIC based steering is established.
N3IWF negotiates with the UE the use of NULL encryption for all IPSec SAs between UE and N3IWF associated with this MA PDU session
	The solution addresses the double encryption for the user plane traffic over non-3GPP access for a MA PDU session using QUIC based steering.
The solution has no impacts on either non-3GPP access as well as over 5GC with the exception of providing the notification to N3IWF. 
The solution has no impacts on the single access PDU session over non-3GPP access and a UE device can access 5G services when only non-3GPP access is available.
The solution is only applicable for MA PDU sessions using QUIC based steering.

	#2.13
	This solution uses similar notification mechanism as Solution #2.12. However, it proposes to completely eliminate the IPSec based tunnelling for user plane for MA PDU sessions using QUIC based steering. 
	Comparing with solution #2.12, this solution has impact on the untrusted non-3GPP access. Eliminating the IP tunnelling mechanism between UE and N3IWF, it is FFS how this solution forwards IP packets to/from UPF. 



Four of the proposed solutions (2.2, 2.6, 2.7 and 2.8) eliminate both N1 and N2 signalling over non-3GPP access and two of them (2.7 and 2.8) also eliminate IKEv2 and IPSec tunnelling over non-3GPP access.  As a result, each of these solutions assume the need of the MA PDU session to always have 3GPP access available, although Solution 2.8 addresses also the case in which for a limited duration (timer based) the MA PDU Session can keep the user plane over non-3GPP access when the 3GPP access is unavailable.
Two solutions (2.12 and 2.13) address the complexity of using double encryption over non-3GPP access for MA PDU session using QUIC based steering. Solution 2.13 proposes to completely eliminate IPSec tunnelling for user plane associated with MA PDU session. However, how the traffic is going to be routed over non-3GPP access as well as the matching between non-3GPP access and the N3 interface with the UPF is FFS. 
Solution 2.12 instead proposes only the use of NULL encryption between UE and N3IWF when N3IWF is notified that the associated user plane traffic belongs to a MA PDU session using QUIC based steering. This solution has no impacts either on non-3GPP access or 5GC except the need of N2 signalling indicating a MA PDU session using QUIC based steering.
Additionally there are few more technical concerns/issues for Solutions 2.6, 2.7 & 2.8 :
1. How would the solution work if ATSSS uses one of the legs as EPS?
2. How would the solution work in case roaming scenarios such as illustrated in Figure 4.2.10-2: Roaming with Home-routed architecture for ATSSS support (UE registered to the same VPLMN)?
a. For example, in the case of roaming if VPLMN does not support this new way of ATSSS, the HPLMN must support both legacy and the new architecture (because the V-AMF needs to select SMFs that supporting this new architecture).
3. How does non-3GPP path switching will work?   
4. How would the QoS work by eliminating TNGF/N3IWF?
5. Several Editor's notes have not been addressed, such as:	
a. Whether and how it is possible to keep the MA PDU Session via non-3GPP access even if the UE is deregistered from 3GPP access is FFS.
b. Whether and how this solution can be enhanced to support establishment of a MA PDU Session via non-3GPP access is FFS.
Based on these considerations we conclude that:

a) 	There is a solution (Solution 2.12) which reduces the impact on the user plane of the non-3GPP access due to double encryption. This solution is based on the use of NULL encryption between UE and N3IWF when the user plane traffic is associated with a MA PDU session using QUIC based steering. Therefore, solution 2.12 shall be pursued for normative work.
b)	Four of the proposed solutions (2.2, 2.6, 2.7 and 2.8) assume that the MA PDU session always has the 3GPP access available. These solutions do not allow MA PDU session user plane traffic over non-3GPP access when the 3GPP access is not available. Control of the UE device over non-3GPP access is not available or in the best case limited. It also requires new interfaces to be defined for device authentication and authorization. Therefore, none of these solutions are to be further pursued.
c)	Four of the proposed solutions(2.2, 2.6, 2.7, 2.8)  are based on the UPF exposing a global routable IP address toward the users making the UPF reachable from anywhere in the Internet. This is in our view contrary to the current security assumptions of the 5GS.  On top of this, these solutions have different mechanisms for the authentication and authorization of the connection from the security point of view. Therefore, none of these solutions are to be further pursued.

>>>>NEXT CHANGE<<<<
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The following aspects are concluded as principles for the normative work:
1. Enhancements to ATSSS shall be introduced in a backwards compatible way i.e. as an add-on feature to Rel-18 and shall support all steering functionalities.
2. Solution shall not require UE(s) to access UPF directly over Internet.
3. Solution shall allow to switch off encryption for non-3GPP access i.e. using of NULL encryption between UE and N3IWF when the user plane traffic is associated with a MA PDU session using QUIC based steering will be considered for normative work.
4. NAS on non-3GPP access shall be maintained to avoid any dependency on 3GPP access availability for traffic routing over non-3GPP access.



>>>>END OF CHANGES<<<<
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